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FACTS & FEATURES
Secure logon solutions

for hospitals

Login to devices and applications without
password frustration °
We are your German-certified partner for IT security and

help to ensure that ... l

PC workstations are no longer left unattended
open

This is what we can
do for you

each device is protected by a secure 2-factor

authentication solution
+/ Convenient logon and logoff at the

workstation PC (also at station PCs
logging on to PCs and specialist applications works with frequent user changes)
easily and securely without password frustration
+/ Convenient login and logout to the

various applications without pass-

known work processes and tools be maintained for
word frustration

the most part

+ Lean, technical solutions with ext-
remely high protective effect

Can be used immediately or step by step

Together with our customers in the medical sector, we
have developed instant technical solutions that enable
employees to log on and log off PCs and applications
quickly, thus reliably protecting confidential data. The so-
lutions can be implemented step by step and do not re-
quire any major changes to your IT infrastructure.

Low conversion effort for your
employees

Logging of all logins and assign-
ment to the user profile

Step by step introduction with tar-
geted measures

Our promise as a manufacturer Contact

digitronic®
computersysteme gmbh
Oberfrohnaer Str. 62
09117 Chemnitz

All solutions from our company have been developed on
the basis of concrete requirements and needs from prac-
tice. The solutions therefore already include many indivi-
dual configuration options. As a manufacturer, however,
we are also happy to work with you to develop customiza-
tions that best meet your specific requirements.

+49 371 81539 0
sales@digitronic.net
www.digitronic.net

https://www.digitronic.net/en/health-sector



Secure logon solutions

for hospitals

In 3 steps to login without password frustration

Fast and secure login and logout to PCs using 2-factor authentication

Replace the standard Windows login for your employees with 2-factor authentication. Forget long,
complicated passwords or open PCs. The solution can be implemented at any number of workstations
very quickly. In addition, at highly frequented station PCs, all logins can be logged and assigned to the
respective user profile. The devices are logged out or locked automatically.

Practical scenario (example station PC)™:

m PC logon by means of authentication feature (token)

. @ and short PIN

lrs M Suitable tokens™ include smartcards, transponders,
i D USB or Bluetooth tokens and smartphones

- e M Logging of all logins and assignment to the respective
i— [=s user profile
g— f— o
o
=l m Open individual applications according to the user
profile
@ M Automatic logout or lockout when removing the token
i or leaving the device

* The above practical scenario is just one example. Workflow and functions can be flexibly adapted to your requirements.

** If you already have hardware in the form of transponders or similar for locking systems, we will be happy to check compatibility for
you in order to avoid the need to purchase additional hardware

https://www.digitronic.net/en/health-sector




Secure logon solutions

for hospitals

In 3 steps to login without password frustration

Fast and secure logon to local installations and web portals

Constant logging in and out of the various hospital information systems is a major challenge for staff.
For IT security reasons, it is extremely important to also protect the individual applications from un-
authorized access.

By integrating a KeePass plugin into our 2-factor authentication solution, your staff will also be able to
log on to local installations as well as web portals after securely logging on to the workstation PC with
just a few clicks and without password frustration.

Practical scenario (example station management)™:

m Station management logs in via 2-factor-authentication

L]
a - with token™

E m According to the user profile, the KeePass database and
I [~ other applications are opened for the execution of the
ceee | A o respective work processes (e.g. master data maintenance,

I accounting and communication systems, etc.)

I The login data for the individual applications can be trans-

B ferred to the login masks with a click

m Automatic logout of all open applications or locking of the
PC when removing the token or leaving the device
il

*

The above practical scenario is just one example. Workflow and functions can be flexibly adapted to your requirements.

** If you already have hardware in the form of transponders or similar for locking systems, we will be happy to check compatibility for
you in order to avoid the need to purchase additional hardware
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Secure logon solutions

for hospitals

In 3 steps to login without password frustration

Analysis of the main applications and creation of interfaces for fully automatic
registration

The steps described above do not require any major intervention in your IT infrastructure or regular
follow-up work after system updates. The solutions are installed in a few minutes, can be conveniently
rolled out and managed centrally, and can be integrated into your existing infrastructure. The desired
plug-ins and features can be configured piece by piece.

In some cases, however, it may make sense to think about creating interfaces to main applications
that are as long-term stable as possible. Here, too, we take a step-by-step approach.

Practical scenario:

M Analysis of the systems and applications behind the

llﬁ specialist procedures
o
° m Design and implementation of stable interfaces
between the main applications
[~ m Automated transfer of credentials to the identified

E = main applications
il
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